51 H Ee = % Vol.46 No. 1
2018 4£1 H ACTA ELECTRONICA SINICA Jan. 2018

T ] S8 R A 4 1) A% R 0 ] 5 I PR A

D T AL A o i A 4 o S
(1. S0 R B LR 5 TR AR WITT4E2% 3120005 2. 5% B SO 5 5 B TR 24 B , WiiT 55% 314001 ;
3. RAEIETHENIR A S HORE B, 11 201620)

B OE: ISR SRR A RN TSR, ST SR TSR R 1A SE Y SEIR & YA, R
IR AT RAEF VI A 1A T SRS S SR A . M RENLIZR , $ 112 I 0 R o P A R A DM S R ke 10
MR MR N RER , FREAS 2 A 45 R 5 B SR AT IR AR A G, SE B 1 R R e AL AR S A R T
REEREBLIE R SCHR. ST T A S /- i) R0 SR P A R PR P AR I T SR EE Y A5, il 2t T HA AR AN
FRARI+ DAS AL AL S0 R 5 BEDT AL T 1. S 1 S8 SR P A B R A S i R 5 B O R, 4 SR W] B 1 1) 1
REA SICPF Al B 1 M g T 5 2

KA. RN BT AUYREUY; BEPLISE; TR
hESSES:  TP393 XERFRIRES: A iigﬁ?: 0372-2112 (2018)01-0075-07
FBFZ4# URL: http://www. ejournal. org. cn DOI: 10.3969/j. issn. 0372-2112.2018.01. 011

Reliability Evaluation for WSNs with Malware Spread
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Abstract: To evaluate the reliability of WSNs ( Wireless Sensor Networks) in the malware spread scenario, the tradi-
tional epidemic model SEIR was extended by introducing a state “Dead” and the dynamic change process of sensor node
states was exactly described by a Markov chain ( MC). Using the stochastic game, a malware spread detection model for
WSNs was proposed to predict the probability of malware adopting the spread behavior. The prediction results attained were
integrated into the MC’ s state transition matrix in order to relate the malware intention to the MC randomness. An equation
to compute a sensor node’ s reliability in the malware spread scenario was constructed via the MC, and reliability evaluation
methods for WSNs with star or cluster topology were given. Experiments have shown the influence of malware’ s spread on
sensor nodes’ reliability and illustrated that the proposed method can efficiently evaluate the WSNs reliability.
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